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Conformité réglementaire

im 900
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Motivation
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Motivation : SBOMs vulnerability 
assessments don't scale well
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Software Bill of Materials are becoming mandatory

Software Bill of Materials (SBOMs) contain lists 
of CPEs or Package URLS (purl) describing all 
the components of a given Software.

They allow to perform vulnerability 
assessments by comparing the CPEs to the 
dictionaries published by the NIST for each CVE.
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Motivation : SBOMs vulnerability 
assessments don't scale well
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Software Bill of Materials are becoming mandatory
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6

Motivation : SBOMs vulnerability 
assessments don't scale well

SBOMs provide possible CVES.
For each vulnerability : is it true ?



Property of MOABI
7

Motivation (bis)
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Zerodays : No patch, am I vulnerable ?
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Taint analysis on binary 
(no source code)

Calling convention SYSTEM V:
RDI, RSI, RDX, RCX, R8, R9
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Zerodays : No patch, am I vulnerable ?
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Taint analysis on binary 
(no source code)
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Problem Statement : 

Partial Proofs of Vulnerabilities 
through 

Procedural Debugging
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Proving Exploitability

Industry standard to Prove exploitability : Write an exploit

This bar is too high.

If we decompose an exploit into 3 problems:
- Reach the vulnerable function
- Trigger the vulnerability
- Achieve code execution/Weaponize

The first step alone is already undecidable ("reachability problem").

Undecidable
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Proving Exploitability : Partial Proof of 
Vulnerability
Let's do only step 2:

If we decompose an exploit into 3 problems:
- Reach the vulnerable function
- Trigger the vulnerability
- Achieve code execution/Weaponize

This a reasonable heuristic to determine vulnerability of the application.

We'd like to be able to call the vulnerable function directly.
Problem : How to do this out of context ?
Proposal : Let's turn the vulnerable application into a shared library !
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ELF Executable
or Library

Load in Memory
(+ load dependencies 
& solve relocations)

Address Space

function1()
...
function...()
...

function_vulnerable()

….

We would like to map the 
ELF in memory, solve 
dependencies/relocations if 
the ELF is dynamically 
linked.

Then call the potentially 
vulnerable function with 
chosen arguments, with just 
enough context to trigger 
the vulnerability.Note: If the ELF is statically linked, loading its 

segments is enough. 
We simply need a userland ELF loader.
Confere userland exec() techniques (eg: The 
Grugq, phrack, 2004)

Proving Exploitability : Procedural 
Debugging
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Loading Dynamic Executables : 
Introduction to ELF Libification 
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Reverse Engineering : 
Compilation Process

Source Code Compiler Assembly
Code (.S)

Assembler

Static Link Editor

Shared Libraries

Executables

Object Files (.o)
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Source Code Compiler Assembly
Code (.S)

Assembler

Static Link Editor
Executables

Object Files (.o)

Disassembly

Reverse Engineering : 
Disassembly

Shared Libraries

Undecidable
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Source Code Compiler Assembly
Code (.S)

Assembler

Static Link Editor

Shared Libraries

Executables

Object Files (.o)

Decompilation

Reverse Engineering : 
Decompilation

Undecidable
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Source Code Compiler Assembly
Code (.S)

Assembler

Static Link Editor

Shared Libraries

Executables

Object Files (.o)

Libification
(wld)

Reverse Engineering : 
Libification
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Executables vs Shared Libraries : 
How Do They Differ ?

Same headers, same segments, same 
sections. They mostly differ through 
their metadata (various ELF headers)

Modify the various ELF headers to 
turn an Executable into a Shared 
Library

The work to be done:
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Automated Libification : the 
Witchcraft Linker
URL: https://github.com/endrazine/wcc
License: MIT/BSD-2
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Validation

Test Repository: 
https://github.com/endrazine/wcc-tests

Version Codename Year GCC Version Passed Failed

24.04 noble 2024 12.3.0 440 0

22.04 Jammy 2022 11.2.0 435 0

20.04 focal 2020 9.3.0 435 0

18.04 bionic 2018 7.3.0 369 0

16.04 xenial 2016 5.3.1 363 0

14.04 trusty 2014 4.8.2 352 0
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Procedural Debugging
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Procedural Debugging : Libification based 
Debugging
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ELF Executable
or Library

Load in Memory
(+ load dependencies 
& solve relocations)

Address Space

function1()
...
function...()
...

function_vulnerable()

….

If the ELF is dynamically 
linked, libify it and load via 
dlopen().

If the ELF is statically linked, loading its segments 
is enough. 
We simply need a userland ELF loader.
Confere userland exec() techniques (eg: The 
Grugq, phrack, 2004)
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enumerations
(Without Control Flow Analysis, which 
is Undecidable)
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Address Space

function1()
...
function...()
...

function_vulnerable()

….

...

In Dynamically linked ELFs, parse the link_map
- Provides a list of all ELFs in memory
- Dynamic linker exports iterators to symbols
- Use dlsym() function from the Dynamic Linker 

to obtain address of symbols.
Library_1

Library_n
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Procedural Debugging : Crafting Minimal 
Context/Arguments

25

Address Space

Calling convention is architecture specific.
On x86_64 GNU/Linux, arguments passing is 
done via registers:

RDI, RSI, RDX, RCX, R8, R9 for integers or 
pointers, and XMM0, XMM1, XMM2, XMM3, 
XMM4, XMM5, XMM6 and XMM7 for
floating-point arguments.

We can craft those arguments and point RIP to 
function_vulnerable() to achieve selective 
procedural execution.

• Avoid reachability problem.

We would like to map the 
ELF in memory, solve 
dependencies/relocations if 
the ELF is dynamically 
linked.

Then call the potentially 
vulnerable function with 
chosen arguments, with just 
enough context to trigger 
the vulnerability.

function1()
...
function...()
...

function_vulnerable()

….

...
Library_1

Library_n

WSH
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Procedural Debugging

- Libify ELF executables
- Make ELF executables scriptable
- Call arbitrary functions 

(procedural debugging)

URL: https://github.com/endrazine/wcc
License: MIT/BSD-2
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Partial Proofs of Vulnerabilities
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Partial Proofs of Vulnerabilities

The ability to turn ELF 
executables into libraries 
will allow us to create 
partial proofs of 
vulnerabilities in the form 
of WSH test scripts.

Examples:

https://github.com/endrazine/w
cc-tests/tree/main/scripts
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Partial Proofs of Vulnerabilities: CVE-2022-
3602

print(" [*] Testing for CVE-2022-3602")

-- Input Arguments
teststring = "hello! -gr25faaaaaaaaaaaaa"
decoded = calloc(80)
decodedlen = calloc(1,2)
memset(decodedlen, 0x14,1)

res = ossl_punycode_decode(teststring, 26, decoded, decodedlen)

if res > 0 then free(res) else print(" [*] Not vulnerable to CVE-2022-3602") ; exit(0) ; end
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Partial Proofs of Vulnerabilities: CVE-2022-
3786

print(" [*] testing for CVE-2022-3786")

-- Input arguments:
teststring = "a.b.c.d.e.f.g.h.i.j.k.l.m.n.o.p.xn--.xn--.xn--.xn--.xn--.xn--.xn--.xn--.xn--.xn--.xn--.xn--.xn--
.xn--.xn--.xn--.xn--.xn--.xn--.xn--.xn--.xn--.xn--.xn--.xn--.xn--.xn--.xn--.xn--.xn--.xn--.xn--.xn--.xn--.xn--
.xn--.xn--.xn--.xn--.xn--"
out = calloc(1,16)
outlen = calloc(1,2)
memset(outlen,0x10,1)

-- Trigger the stack overflow:
res = ossl_a2ulabel(teststring, out, outlen)

if res == 0 then print(" [*] Not vulnerable to CVE-2022-3786") end
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Bonus
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Binary Reflection

The Witchcraft Shell implements:
- An exposition of binary functions from the LUA interpreter.

Thanks to lua, we then implement:
- Binary introspection
- Binary intercession

=> We implement binary reflection, without source code.
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Cross Architecture Procedural Debugging 
(JIT)

Address Space

function1()
...
function...()
...

function_vulnerable()

….

...
Library_1

Library_n

WSH

Qemu-user (JIT)

By cross-compiling WSH to 
other architectures and 
running it within qemu-user, 
we benefit from JIT 
translation to the host 
architecture (eg: Aarch64 to 
x86_64) without a Virtual 
Machine, and in a single 
process (debugger + 
debuggee + JIT translator)
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Conclusion & Future Work
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Partial Proofs of Vulnerabilities

- Turning Dynamically linked ELFs into shared libraries is practical 
(Witchcraft Linker)

- The Witchcraft Shell can perform procedural debugging.
- Selective execution of vulnerable functions is practical via procedural 

debugging.

- Work to be done: Automatically write the scripts to trigger CVEs ?
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Source Code Compiler Assembly
Code (.S)

Assembler

Static Link Editor
Executables

Object Files (.o)

Libification
Decompilation

Disassembly
Shared Libraries

Witchcraft Linker : Libification

Undecidable
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Source Code Compiler Assembly
Code (.S)

Assembler

Static Link Editor

Shared Libraries

Executables

Object Files (.o)

Unlinking
(wcc)

Witchcraft Compiler: Unlinking
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Witchcraft Compiler: Unlinking + Relinking 
= Assured Patching

Static Link Editor

Patched 
Executable

Vulnerable
Executable

Unlinker

Patched Static Library

ar -x

Object file Substitution
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Witchcraft Compiler: Unlinking + 
Instrumentation = Fuzzing

Static Link Editor

Instrumented 
Executable

Vulnerable
Executable

Unlinker

Instrumentation
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THANK YOU FOR 
YOUR ATTENTION

Jonathan Brossard
jonathan.brossard@moabi.com


