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Motivation : SBOMs vulnerability
assessments don't scale well

Software Bill of Materials (SBOMs) contain lists {‘tt [ N
ype": "application”,
of CPEs or Package URLS (purl) describing all eshest: 1€
"alg": "MD5", - r5647b reacoas
the Components Of a glven Softwa re. }J::content“: "Pe6elc30fBelfed45647basd9d4eat948
"alg": "SHA-1",

"content": "399e5d00e2d91628792eefefb6489T64a6310486"
A
"alg": "SHA-256",
"content": "5bd9544d2da6daf7519eeB8déefcd71d6edcl6a507f86a90e233174bbebbB843c2"

@ "type": "application”,

description": "sshd",
"gro

They allow to perform vulnerability :
assessments by comparing the CPEs to the e
dictionaries published by the NIST for each CVE. '

Wk
. ’

Software Bill of Materials are becoming mandatory




Motivation : SBOMs vulnerability
assessments don't scale well

GUIDANCE DOCUMENT

Select Updates for the Premarket Cybersecurity
Guidance: Section 524B of the FD&C Act

Draft Guidance for Industry and Food and Drug Administration Staff

EU Cyber Resilience Act

New EU cybersecurity rules ensure safer hardware and software.

Executive Order on Improving the
Nation’s Cybersecurity

MARCH 2024

Downioad the Draft Guidance Document Read the Federal Register Notice

By the authori ted in me as P

the Unite s of Ar

a thing of th
manufacturers and ref

public

v and priv
. Docket Number:
must improve its efforts to ide eter, prot

Issued by:

espond to these

tand apply
fon

ires the Federal Government to part

partner with the . FDAs proposing to add a Section VII. to the Premarket Cybersecurity

vernme o foster o serspace. In the end, the trus z
“’""_“_m"_ reram repace “I‘ "““ thetrust Guidance to address new considerations for cyber devices. The new section identifies the
digital infrastructy onal to he
N ¢ that infrastruete cybersecurity information FDA considers to generally be necessary to support obligations
under section 524B of the FD&C Act. The Premarket Cybersecurity Guidance, in its

*

Software Bill of Materials are becoming mandatory




Motivation : SBOMs vulnerability ©
assessments don't scale well

243 SOFTWARE MONITORED

SOFTWARE SCAN DATE NEW CVEs Last Modified

Hyundai.update.zip 0 8 August 2024

psa_rcc.zip 04 12 8 August 2024

Firmware.bin 22 8 August 2024

Tesla_2019.20.4.2.model3.squashfs 23 8 August 2024

CONTINUOUS MONITORING

1019 new vulnerabhilities identified for software Tesla 2019.20.4.2.model3.sguashfs

Updated report for dnsmasq

SBOMs provide possible CVES.
For each vulnerability : is it true ?

Description

Impact

Type

Attack Vector CVS5v3 Vector : CVSS5:3.LAV:N/AC:LIPR:NIUI:N/S:UIC:N/:NIA:H

e cnam
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Zerodays : No patch, am | vulnerable ? MOAB!

Taint analysis on binary
(no source code)

.

|

‘ S, -
CaIIng conved;tion SYSTEM V: ?:ff::' i;:' T .k
RDI, RSI, RDX, RCX, R8, R9 - 4 5 20 14 25 26 08 WS PIR f3:1

I_



erodays : No patch, am | vulnerable ?

Taint analysis on binary
(no source code) © FULL RELOCATIONS

O NX (STACK)

¥ STACK COOKIES

Vulnerability CWE-120 - BUFFER OVERFLOW

Type ~WE- BUFFER OVERFLOW
Addr

Func

unt_opt{

than/sampl mpl




Problem Statement :

Partial Proofs of Vulnerabilities
through
ProceduraH)ebuggmg




Proving Exploitability

Industry standard to Prove exploitability : Write an exploit ddaad 4

This bar is too high. -

.LDDDD
If we decompose an exploit into 3 problems: Tl :
- Reach the vulnerable function JELD__OOOO \
- Trigger the vulnerability | T

- Achieve code execution/Weaponize =i & UL

The first step alone is already undecidable ("reachability problem®).

Undecidable




Proving Exploitability : Partial Proof of
Vulnerability

Let's do only step 2: T

If we decompose an exploit into 3 problems: O

R ||| I II E | Oe0-0H8 +

—Achievecode-exeeution/\Weapenize —000 '—\"

,—0000

This a reasonable heuristic to determine vulnerablllty of tl the appllcat/lo;lw

We'd like to be able to call the vulnerable function directly. mlE E—
Problem : How to do this out of context ? K
Proposal : Let's turn the vulnerable application into a shared library !




Proving Exploitability : Procedural

Debugging

Load in Memory
(+ load dependencies
& solve relocations)

ELF Executable
or Library

Note: If the ELF is statically linked, loading its
segments is enough.

We simply need a userland ELF loader.
Confere userland exec() techniques (eg: The
Grugq, phrack, 2004)

@

MOABI

gdddqd /

—

functioni()

function...()

function_vulnerable()

&7
'%gh context to trlgger

f(v@oulél\ke to map the
Fin memory, solve

depenc?eh@iés?relocatiilns if |
the ELF is dvnamlcallv

linked. 3
-

-Then'call the ;,ejwtlally
vulnerab'ﬁ fzu%%)n W|th

the vulnerability.

«i‘-( /\1{\
S 10O m

Address Space




Loading Dynamic Executables :
Introduction to ELF Libification
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Reverse Engineering :

Compilation Process
_ASM_ OBJ

=2 el =

R iy, —_
Source Code Compiler Assembly Assembler Object Files (.0)
Code (.S)

Shared Libraries

191
191

-

Static Link Editor
Executables




Reverse Engineering :

Disassembly

. .

—::_E-;__ 10101 ASM m Qg
Nz —] OBJ
Source Code Compiler Assembly Assembler Object Files (.0)

Code (.S)

Shared Librarigs

Disassembly — @

Static Link Editor
Executables

Undecidable




Reverse Engineering :

Decompilation

7 @ &
e s o ASM m OBJ
Source Code Compiler Assembly Pl Object Files (.0)

N zz22h, | I
Code (.S)
’Q
- @

Static Link Editor

Shared Libraries

191
191

Decompilation

Executables

Undecidable




Reverse Engineering :

Libification

. .

E%_-__ 10101 ASM

U — _ASM_ OBJ
Source Code Compiler Assembly Assembler Object Files (.0)

Code (.S)

Shared Libraries

191
191

-

Static Link Editor
Executables




Executables vs Shared Libraries :
How Do They Differ ?

Same headers, same segments, same
sections. They mostly differ through
their metadata (various ELF headers)

ELF Header

tra” information. The
18" informatic 5 vill be specified when and if e
defined

Figure 1-3. ELF Header

ine EI_NIDENT

Tool Interface Standard (TIS) ’ igne sdene 1 naoewr)
Executable and Linking Format (ELF) 32 Hal machine;
Specification :

Version 1.2
shstrndx;

{ file and provide machine-independent
t the file's contents. Complete descriptions

P
appear below, in “ELF Identification

This member identifies the object fil

Name Value Meaning
NONE

Shared object file
file

rocessor-specific

Modify the various ELF headers to ' e |

turn an Executable into a Shared
Library

(Executable and Linking Farmat)

echa




ARTIFACT
EVALUATED

ARTIFACT
EVALUATED

Automated Libification :
Witchcraft Linker =L

ARTIFACT
EVALUATED

FUSENIX
# #ssociamion

FUsSenix
# #5SOCIATION

FUNCTIONAL REPRODUCED

URL: https://github.com/endrazine/wcc
License: MIT/BSD-2

' Jjonathan@blackbox: ~/woot 'I?V

Fichier ~Edition Affichage Rechercher Terminal Aide

jonathan@blackbox:~/woot$ file 1s

ls: ELF 64-bit LSB pie executable, x86-64, version 1 (SYSV), dynamicall

y linked, interpreter /1ib64/1d-1inux-x86-64.s0.2, BuildID[shal]=3eca7e
3905b37d48cf0a88b576faa7b95cc3097b, for GNU/Linux 3.2.0, stripped
jonathan@blackbox:~/woot$ wld -libify ./1ls

jonathan@blackbox:~/woot$ file 1s

ls: ELF 64-bit LSB shared object, x86-64, version 1 (SYSV), dynamically
linked, interpreter /1ib64/1d-1linux-x86-64.s0.2, BuildID[shal]=3eca7e3
905b37d48cf0a88b576faa7b95cc3097b, for GNU/Linux 3.2.0, stripped
jonathan@blackbox:~/woot$ |

il . : DOI 10.5281/zenodo.11405214




Validation

Test Repository:
https://github.com/endrazine/wcc-tests

Version Codename
24.04 noble
22.04 Jammy
20.04 focal
18.04 bionic
16.04 xenial
14.04 trusty

e cnam

Year
2024
2022
2020
2018
2016
2014

GCC Version
12.3.0
11.2.0
9.3.0
7.3.0
5.3.1
4.8.2

Passed
440
435
435
369
363
352

ARTIFACT

EVALUATED

f usenix
ASSOCIATION

=T (=) S— e W—

0

o O O O o

ARTIFACT
EVALUATED

ARTIFACT
EVALUATED

f usenix
ASSOCIATION

AVAILABLE FUNCTIONAL REPRODUCED

usenix
ASSOCIATION

o)

B —
| ! / ‘
o <

DO! 10.5281/zenodo.11301409
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Procedural Debugging
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Frocedurdl vepugging . LInincation pdsed .

Debugging Yo MOAB!
S L e

N

functioni() If the ELF is dynamically

linked, libify it and load via
dlopen().

function...()

Load in Memory

(+ load dependencies
& solve relocations) function_vulnerable()

ELF Executable
or Library

If the ELF is statically linked, loading its segments
isenough.

We simply need a userland ELF loader.

Confere userland exec() techniques (eg: The o
Grugg, phrack, 2004) R i | =

e cham

Address Space

| —

23




(Without Control Flow Analysis, which
is Undecidable) \\_\_ .

functioni()

function...()

In Dynamically linked ELFs, parse the link_map
Provides a list of all ELFs in memory
Dynamic linker exports iterators to symbols
Use dlsym() function from the Dynamic Linker
to obtain address of symbols.

function_vulnerable()

)

LENE - -

Address Space

MOABI




rrocedural bebugging : Lrarting iviinimal .
Context/Arguments

N

MOABI

function1() We would like to map the

ELF in memory, solve
dependencies/relocations if
the ELF is dynamically
linked.

Calling convention is architecture specific.
On x86_64 GNU/Linux, arguments passing is N

q . . . function...()
one via registers:

RDI, RSI, RDX, RCX, R8, R9 for integers or
pointers, and XMMO, XMM1, XMM2, XMM3,
XMM4, XMMS5, XMM6 and XMM7 for
floating-point arguments.

function_vulnerable()

S — T OYEE T |
WSH

e —

Address Space




ProceduralDebugging MOAE!

N

. . r jonathan@blackbox: ~ —__!FF

- lelfy EI_F executables Fichier Edition Affichage Rechercher Terminal Aide
: jonathan@blackbox:~$ wsh /usr/sbin/apache2

- Make EI_‘F exeCUtaples scriptable ERROR: dlopen() /usr/sbin/apache2: cannot dynamically load
- Call arbitrary functions position-independent executable

(procedural debugging) ** 1ibifying /usr/sbin/apache2 to //tmp/.wsh-964913/apache

2 (754232 bytes)

** loading of libified binary succeeded
> a = ap_get_server_banner()

> print(a)
Apache/2.4.58

UBL: https://github.com/endrazine/wcc S~ al DOl 10.5281/zenodo.13902925
License: MIT/BSD-2 (B : -

Im — 26




Partial Proofs of Vulnerabilities




Partial Progfs of Vulnerabilities MOAB!

~

N

» P —— —

. d’________.

ot@b80e8606fba

I

hie ch r Te
root@b80e8606Tba6: ~/wee-tests# cat . /scripts/CVE-2022-3786.wsh

o
The ability to turn ELF tisesii H
print(" [*] testing for CVE-2022-3786")
[ & S -- Input arguments:
eXecuta bles Into Ilbrarles teststring = "a.b.c.d.e.f.g.h.1.j.k.1.m.n.o.p.Xn--.%N--.XN-- . XN--.XN-- . XN-- XN~ -, XN--,XN-- . XN-~ XN~ .XN--.XN--,XN-- . XN--,XN--,XN=- . XN-- %N~ .XN-=,XN--,XN-~ . XN-- XN~ XN--,XN--.XN--.XN--.%XN- -

ORI LRI (PO RN ORI O EEIS EENS 1 EERE T EERE O EES O EE
out = calloc(1,16)

will allow us to create ourlen = exlloctr.2)

-- Trigger the stack overflow:

pa rtlal p ro Ofs Of res = ossl_a2ulabel(teststring, out, outlen)

if res == @ then print(" [*] Not vulnerable to CVE-2022-3786") end
efle, o . root@b80e8606Tba6: ~/wece-tests# wsh .. /openssl/build-3.0.8/1libcrypto.a < ./scripts/CVE-2022-3786.wsh
Vu In era bl |It|es I n t he for m -- relinked static library (ar archive) ../openssl/build-3.0.8/1libcrypto.a into dynamic shared library /tmp/.wsh-51/1libcrypto.a.so
[*] testing for CVE-2022-3786
[*] Not vulnerable to CVE-2022-3786
-4 root@80e8606fba6: ~/wcc-tests# wsh ../ /openssl/build-3.0.7/1ibcrypto.a < ./scripts/CVE-2022-3786.wsh
O WS H te St Scr I pts H -- relinked static library (ar archive) ../openssl/build-3.0.7/libcrypto.a into dynamic shared library /tmp/.wsh-56/1ibcrypto.a.so
[*] testing for CVE-2022-3786
[*] Not vulnerable to CVE-2022-3786
root@80e8606fba6:~/wcc-tests# wsh .. /openssl/build-3.0.6/1ibcrypto.a < ./scripts/CVE-2022-3786.wsh
-- relinked static library (ar archive) ../openssl/build-3.0.6/libcrypto.a into dynamic shared library /tmp/.wsh-61/libcrypto.a.so
[*] testing for CVE-2022-3786
free(): invalid next size (fast)

[SIGABRT] Read  Ox3d
EXa m p |es : 0x%7320993c89fc /1ib/x86_64-1inux-gnu/libc.so.6(pthread_kill+0x12c)
0x722099374476 /1ib/x86_64-1inux-gnu/libc.so.6(raise+0x16)
0x7a209935a7f3 /1ib/x86_64-1inux-gnu/libc.so.6(abort+0xd3)
0x7a20993bb676 /1ib/x86_64-1inux-gnu/libc.so.6(+0x89676)
0x7a20993d2cfc /1ib/x86_64-1inux-gnu/libc.so.6(+0xalcfc)

0x7320993d4a9d /1ib/x86_64-1inux-gnu/libc.so.6(+0xa2a%d)

https://glthu b .Com/en d ra Z| ne/w %% longjmp causes uninitialized stack frame ***: terminated
cc-tests/tree/main/scripts

o




Partial Proofs of Vulnerabilities: CVE-2022-
3602 g

print(" [*] Testing for CVE-2022-3602") O p

Cryptography and SSL/TLS Toolkit

-- Input Arguments

teststring = "hello! -gr25faaaaaaaaaaaaa”
decoded = calloc(80)

decodedlen = calloc(1,2)
memset(decodedlen, 0x14,1)

res = ossl_punycode_decode(teststring, 26, decoded, decodedlen)

if res >0 then free(res) else print(" [*] Not vulnerable to CVE-2022-3602") ; exit(0) ; end
L e ©

—

Te cnam .



Partial Proofs of Vulnerabilities: CVE-2022-
3786

print(" [*] testing for CVE-2022-3786") O p

Cryptography and SSL/TLS Toolkit

-- Input arguments:
teststring = "a.b.c.d.e.f.g.h.i.j.k.].m.n.0.p.xn--.xn--.xn--.xn--.xn--.xn--.xn--.xn--.xn--.XxN--.XN--.XxN--.XN--
.XN--.XN--.XN--.XN--.XN--.XN--.XN--.XN--.XN--.XN--.XN--.XN--.XN--.XN--.XN--.XN--.XN--.XN--.XN--.XN--.XN--. X N--
.XN--.XN--.XN--.XN--.xN--"

out = calloc(1,16)

outlen = calloc(1,2)

memset(outlen,0x10,1)

-- Trigger the stack overflow:

res = ossl_a2ulabel(teststring, out, outlen)
“+__ o

if res == 0 then print(" [*] Not VUTnerable to CVE-2022-3786") end

Te cnam p
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Binary Reflection MOAB!

The Witchcraft Shell implements:
- An exposition of binary functions from the LUA interpreter.

Thanks to lua, we then implement:
- Binary introspection
- Binary intercession

=> We implement binary reflection, without source code.




Cross Architecture Procedural Debugging .
(JIT) -

MOABI

functionl()

By cross-compiling WSH to function...()
other architectures and
running it within gemu-user,
we benefit from JIT function_vulnerable()
translation to the host
architecture (eg: Aarch64 to
x86_64) without a Virtual
Machine, and in a single
process (debugger +
debuggee + JIT translator)

WSH

_ e C n am Address Space ~t—— 23
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Conclusion & Future Work




Partial Pragfs of Vulnerabilities MOAB!

- Turning Dynamically linked ELFs into shared libraries is practical
(Witchcraft Linker)

-  The Witchcraft Shell can perform procedural debugging.

- Selective execution of vulnerable functions is practical via procedural
debugging.

- Work to be done: Automatically write the scripts to trigger CVEs ?

s DOI 10.5281/zenodo.13902925




Witchcraft Linker : Libification

.. </> : — )
- )

xS
OB)

N2y, | I
Source Code Compiler Assembly Assembler Object Files (.0)
Code (.S)

Shared Libraries

&

- g
E -
E‘ Static Link Editor

EXE

Executables

Undecidable




Witchcraft Compiler: Unlinking

=2 feh = )
= ASM

R iy, —_
Source Code Compiler Assembly Assembler Object Files (.0)
Code (.S)

Unlinking

Shared Libraries
(wcc)

I=1)
I=3)
=\

&

Static Link Editor
Executables




Witchcraft Compiler: Unlinking + Relinking
= Assured Patching

BB &
EXE OB Static Link Editor

Unlinker

EXE

Vulnerable
Executable

Object file Substitution

Patched Static Library




Witchcraft Compiler: Unlinking +
Instrumentation = Fuzzing

J @ B &
EXE OB Static Link Editor

Unlinker

EXE

Vulnerable
Executable

OBJ

Instrumentation
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