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Context: secure element & fault analysis

What it is? How designed & evaluated?
m Dedicated hardware component designed to protect assets

(cryptographic keys) from unauthorized access
= Within embedded (industrial) IoT devices, smartphones, smart cards, etc.

= Security evaluation: experimental pentesting using fault-injection Ml
and side-channels attacks performed by ITSEF labs

Post-synthesis
(netlist)

Can we anticipate through pre-silicon analyses?

m Late discovery of vulnerabilities: HW respins or additional software
protections

m Automated Joint HW-SW analysis is mandatory!
. Exhaustive analysis to provide guarantees — formal methods Testchip \ . g
. Either SW or HW (accelerators) but none SW+HW and all using simulation =

L Photo from IMT/MSE

Place & Route
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HArchiFl: our fault injection analysis tool \\

To do what?
m |dentify fault effects at the HW level SR , e Hardware level

3 ' ) i
| k-fault resistant |

. Hard Hardware modeling & . e . ,
and check whether it generates Design | . fault contrallers insertion > P ond (FRP)——> Robust “Vulnerable
vulnerabilities at SW level Eaul } B x L_ - R
Reduced
Model
= Prove the robustness of (HW/SW) o oy X fault modie
Bi !
countermeasures to secure a system oo | | System €
) ! modeling ?—j System level
« Leveraging hardware countermeasures ,.. ... [ M o T syetom )
to speedup analyses (k-FRP plugin) goal P > erification _il——’ JELSET el s
m Reduce design costs and delays i
. . AN
(avoid HW respin) Traces ﬁ

Tested platforms on pArchiFl

m HW: OpenHW Group processors (CV32P, CV32S), OpenTitan secure element (Secure Ibex), Crypto
circuits (AES-128, etc.),

m SW level: FISCC benchmark, Tiny AES, SecureBoot



Now focusing on pArchiFl without k-FRP

How?
m Exhaustively analyze the impact of fault injections over
systems (HW/SW) using formal methods

m Configurable fault model: (gate) location, effect, timing and
fault order

m Analyses at RTL or netlist levels and agnostic to EDA flows
m Open-source flow: https://github.com/CEA-LIST/uArchiFl
m Container based environment for maximum portability

RTL

VRN

A

Post-synthesis
(netlist)

uArchiFi

h 4

A

Place & Route

Fault Analysis
Result

r

Testchip



https://github.com/CEA-LIST/uArchiFI

HArchiFl: internal architecture

sim

@Q&HDL
Fully templated pipeline
m Simulation to reach desired state before formal checking N
m Insertion of fault-injection multiplexers on selected signals >
m Generation of formal models using Yosys synthesis tool e
.elf

Multiple faulty traces iterator

m Leverages off-the-shelf model checkers (SMT-LIB/BTOR formats)

m VCD parser + constraint generator: extract and exclude
faulted signals for next verifications

m Stop condition: #iterations and time bounds
m Produces evaluation report

-

* | formal mod
export

el

constr

Iterator




HArchiFl: fault_rtlil pass

Saboteurs injection
m Adds MUXes on the selected wires of the design

m Adds global fault counters and fault timing controllers
m Adds fault_sel signals that activate the saboteurs

Fault models

m Word-level fault model (i.e. modifying all bits): set, reset, flip,
specific value and symbolic (all possible values)

m Recently added bit-flip level granularity (but mono-bit only)

sig_.

A sig B

add

!

Design before fault_rtlil pass




HArchiFl: fault_rtlil pass W ~‘:‘:.

Saboteurs injectio“ A fault_sel sig_ A sig A fault sig B sig B fault B_fault_sel

m Adds MUXes on the selected wires of the design
m Adds global fault counters and fault timing controllers

] ) MUX MUX
m Adds fault_sel signals that activate the saboteurs

Fault models

m Word-level fault model (i.e. modifying all bits): set, reset, flip,
specific value and symbolic (all possible values) l

m Recently added bit-flip level granularity (but mono-bit only)

add

Design after fault_rtlil pass



Demo structure

Showcase of flow for Advanced Encryption
Standard (AES) core implementation

(case study with only hardware)
Self-composition of the design

2. Scripts structure
3. Flow launch and Iterator running
4. Report showoff

Showcase of flow for RISC-V processor CV32E40P

(case study mixing both hardware and software)
1. Scripts structure
2. Flow launch

instruction

Inputs faults

AES 128 core AES 128 core

assert (oul_1 == ou[_z)

Self-composition on the AES core

CV32E40P

o]
—

€

interrupt interface



Conclusion: pArchiFl a pre-silicium formal tool
for FIA robustness

Key take-aways
m Better understanding of propagation of faulty behaviors & prove robustness of HW/SW

m Reduce design costs/delays (e.g. prove SW countermeasures to avoid HW respin) & increase
confidence before certifications

m Exhaustive methodology, configurable fault model and RTL/netlist levels analyses, agnostic to EDA
flows

New release v0.2, feedback/contributions are welcomed!
m New functionalities: new fault model, iterator of cex, container, tests and bug fixes
m Tested designs: CV32P and Ibex

e ‘ —————m—i— ey Hardware level
| k-fault resistant |

s ) R, oot o ot
Work-in-progress S I _L_ - '_';ed;ﬂ'_ J
= Central configuration file sy E .
= Testing examples based on CV32S oo "l sienan - i
At;&:g?er EI R > System | [ popust Vulnerable

» . .
| verification |
f }

<«
al’

Traces |.vc 9

RN



(Some) R&D next steps for pArchiFl

Compositional verification of multiple countermeasures

Leveraging layout information to design new fauit
models (not within FORWARD)

m A laser spot may fault several neighbour cells:
— Select signals according to location constraints of laser spot

m Extracted from physical models

« Exclude multi-faults configuration / fault models applied over all bits
within this area

Compare results between experimental fault injection
campaigns with formal verification

m Compare laser injections results over VASCO with formal analyses
(non secure and secure AES + secure proc.)

m Support clock glitch fault model in pre-silicon verification

§_ 8
LT N P
L]

100

80

60

40

20

0

RN

Laser

characterization,

28nm bulk
CEA Leti, L.
Mangin (2025)

B Fetch stage
Decode stage
Permuted Registers File
B Execute Stage
Load Store Unit
B Permutation Venfication
B Permuted ALY
B unsecured division
B unsecured multiphcation
€S registers

Mapping of laser-induced faults affecting a circuit (VASCO#2 — FD22nm, CV32E40P

processor).
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) Thank you
lIst
| Questions?

Web site of yArchiFl. https://list.cea.fr/fr/page/parchifi/

Github of pArchiFl. https://github.com/CEA-LIST/uArchiFl

Publications:

[FDTC 2022] S. Tollec et al. “Exploration of Fault Effects on Formal RISC-V Microarchitecture Models,” in FDTC, 2022.

[FMCAD 2023] S. Tollec et al. “ARCHIFI: Formal Modeling and Verification Strategies for Microarchitectural Fault Injections,” in FMCAD, 2023.

[CHES 2024] S. Tollec, V. Hadzic, P. Nasahl, M. Asavoae, R. Bloem, D. Couroussé, K. Heydemann, M. Jan, and S. Mangard “Fault-Resistant Partitioning of Secure CPUs for
System Co-Verification against Faults,” IACR Transactions on Cryptographic Hardware and Embedded Systems (TCHES), 2024.

[HOST 2026] J. Alle Monne et al. “Synthesis of RTL-based Characterization Programs for Fault Injection”, in HOST, 2026, To appear.


https://list.cea.fr/fr/page/µarchifi/
https://github.com/CEA-LIST/uArchiFI

Pre-silicon competitors vs. pArchiFl

i \\h \\\

System Analysis level If;’f:}%?;'gg Properties
EDA formal tools Al
SIEMENS cadence HW (RTL, netlist, P&R) Formal Functional
1ISO26262-oriented All
tools N HW (RTL, netlist, P&R) Simulation Reliability
SYNopPsys: OPTIMA
SCA-oriented tools Al Eﬁ_ra_—functional
- - Iming, power,
SECURE-iC AMKEYSIGHT HWISW (RTL, netlist, P&R) Simulation electromagnetic
EEEEEEEEEEEEEEEEEEEEEEEEE em|SS|0n)
FIA-oriented tools
Scaspp  (PFortifyia HW/SW RTL Simulation Extra-functional
°°°°°°°°°°° OPTIMA
HArchiFl HW/SW RTL & netlist Formal Extra-functional

(P&R targeted)
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Results using pArchiFl

Vulnerability identification &
fault effects: cannot be modeled at ISA

level & provide valuable information to
processor designer

Formal proof of countermeasures

Use case names

21 22 23 24 25

26 27 28 29

iy \\h \\\

Aalipiiginiinlinininininingiinlinh]

instr 10 ) Il*iX 12 { 13 X 14 )( 15*f 16" ) 17 )( ISiX 19 /E la
: | o -
instr 10 ) IAT:X 1Bl 12 X 13 ) i4 X 11i) IST:X 17 )( 18 110
rwrw w r rw : - rw
bt | L L
buff IBlIAXIBIIlX iB I I1 XlslIlX 15 I 16
push __/_\ / A "
pop 4/—\ / \
status_cnt 0 &Y 1 X 0 1 X 0

| |- Robust Software

Il - Robust Hardware

Il - Cryptographic Software

Performance summary
« Small in-order CPU

« 1 fault injection (from a single
bit-effect to symbolic effects)

v

Hardware design

CV32E40P
N - r Tk (riscey)
AL JF o
UL
gates: 2842
FFs: 179
size*(GE): 89954

Secure Ibex
- RISC-V

- 2 stages

- dual core

4422
211
61452

r
L J

UL
1983
114
26327

Ibex
- RISC-V
- 2 stages

- Verification using Bounded

Software program

| VerifyPIN V7 [Dur+16]

VerifyPIN_V1 [Dur+16]

Key Schedule (AES) [kok19]

Model Checking (BMC)

Attacker Goal ¢

Bypass authentication
without triggering SW alert

Bypass authentication
without triggering HW alert

Set to 0 a byte in the
penultimate round key

« — limited unrolling (~ 100
Instructions)

location: Sequential logic Sequential logic Combinational logic
Fault model F Control Path Redundant CPU Core Execute stage of CPU
effect: Symbolic Symbolic Reset
timing: 60:* * *
Number of Fls N | 1 5 2
BMC depth k | 75 46 38

Verification results

|  is reachable

 is unreachable

 is unreachable
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Challenge: state explosion bottieneck

Time to check assertion in each step Time to check assertion in each step (log scale)
500 4 108
A0 106 ///
¥ s
Z 3004 g i
,g E 10* 1 /
F F
200 /
100 1 102 4
01 100_
0 20 40 60 80 100 0 50 100 150 200 250 300 350
Steps Steps
Step 10: 10 sec. Step 150: 18h50
Step 50: 4 min. 20s Step 200: 112 days 6h
Step 100: 1h 12 min. Step 350: 130 years

—Hardware —~Fault Injection
—Software - Large HW designs, large programs (SW)

« Focus on specific parts to be analysed, simulation on other parts...
- Faults incur extra analysis complexity
o « In particular, multiple faults — restrict areas to be faulted
Specialized approaches - Performance (without k-FRP step)
are needed! « Small in-order CPU (46 kGE)

(k-FRP) « ~ 100 instructions
. 1 faultinjection (from a single bit-effect to symbolic effects)

14



k-Fault Resistant Partitioning [cHes, 2024 \\:‘

Intuition Validation
Concurrent Error Detection Scheme Research Objectives
input delay «  No CPUs analysis tools or benchmarks available for comparison

A 4

Target T [—> output <. e

et Iomlm ) g Evaluate verification performance
Consider multiple-fault attacks

Compare with prior work like FIVER [RR21]

Checker C' |>alert

Prediction P >

Y

Partitioning example with k =1

L2 T3 Impeccable Circuits [AM19]
- Designed to detect up to 3 faults (up to 7 faults for AES)

Test case # faults FIVER kKFRP (ours)
AES 2 130 h 4 h

Y1 alert

AES 3 00 55 h (%)
Theorem (*) we identify exploitable faults in the checker of Skinny and AES

k-fault resistant partitioning = k-fault security

[AM19] Aghaie, Anita, et al. "Impeccable circuits." IEEE Transactions on Computers (2019)
[RR21] Richter-Brockmann, Jan, et al. "Fiver—robust verification of countermeasures against fault injections”, CHES 2021
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Case study: analysis of a Secure Element

OpenTitan: open-source Root of Trust [JR18]
« TRL 8 according to LowRISC
« Secure-lbex RISC-V processor [Lo18]

« Embeds several HW countermeasures: Dual Core Lockstep — —
(DCLS), Error Detection Codes in Register File MainCore .
_ - ] E‘O\le ALATANTATATA }::
Results of applying our pre-silicon methodologies % I A outputs =
. . . . . [ : <]
- Fault model: single transient bit-flip everywhere at any time g| |1 ' s
- Vulnerability Reported: 172 exploitable faults — g I " g
. . . . [ 3> Alerts
allow reading from an incorrect register location z SO )
« We proposed a security fix and formally prove it using our g delay @Wg S ™! Main Core pariiion
. . . . c| (| € """ egister File ) | S\ ~ output buffer —
methodology (integrated into the OpenTitan project) o X IF?‘OJTID = | shadow Coreparion
in/;;utbu/f\fer EDC-Ch@ oA —»[ 'E:"r‘l::i‘;f }—yAIert .r Register File partitions
. L. iCache H ! (] B
« Secure Ibex is now proven 1-fault secure unconditionally of L (L1 Other partiions
the executed Software — Dual-Core Lockstep 3 Alerts
. Prove 1-fault security (DCLS + Error detection codes) in 68h ST . = T
L Main Core partition L Register File partitions
:— _: Shadow Core partition :_ __: Other partitions

[JR18] Johnson, Scott, et al. "Titan: enabling a transparent silicon root of trust for cloud." Hot Chips: A Symposium on High Performance Chips. Vol. 194. 2018.

[Lo18] lowRISC. Ibex RISC-V Core github repository. https://github.com/lowRISC/ibex. Accessed: February 22, 2024. 16



k-FRP’s scalability improvements

NV

Evaluation of the Secure Ibex and its modules using k-fault-resistant partitioning

Circuit Characteristics Faults Algorithm 1 Performance Results
N Size Regs Loc. Order | BuildPartitioning | CheckIntegrity | Partitions | Exploitable Faults
ame .
(GE) | (#) (#) k| Tter. (#) | Time Time (#) P(#) | F (#)
. _ 8331 1 172 38s 53s 1326 0 172
Register File | 12075 | 1326
1326° 3 1 349 s 344 s 1326 0 0
Register File | 11913 | 1396 8667 1 1 17s 73s 1326 0 0
with fix 1326° | 3 1 1355 383 1326 0 0
1 508 20h 12 5h10 1108 0 0
DCLS 117998 | 5918 | 116561
2 11 11s — 445 — —
1 1 10h 45 30h 50 2438 0 0 (+172
Secure Ibex | 445194 | 7948 | 125080 (+172)
(no iCache) 2 48 535 — 121 — -

Hardware modelin g&

\
H dware a
‘ fault controllers insertiol

Fault - it 7l:7

Model

i System
P -—>
gam | mcdlg 7
L N

gl

® Restricted fault model targeting the sequential logic only

>—‘)[prn

RRRRRR

,,,,,,,

3
| kf It istant nt |
FRP).

Hardware level

D
Traces

i -
[ i i
M et L—>“'"e’a"'e
verification |

20-90

130

1(*<5)

<3

<100

unlimited

HArchiFl | kGE (#) faults (#) | CPU cycles (#) analy3|s level
Without k-FRP

With KFRP

netlist
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