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STARLCIGHT

Key Facts

+ Coordinator: CEA (France)
4+ Start Date: October 2021
4+ Duration: 48 months

+ 50 Partners

4+ 18 Countries, 14 LEAS

4+ Call: H2020-SU-AI02-2020

Secure and resilient Artificial Intelligence technologies,
tools and solutions in support of Law Enforcement and
citizen protection, cybersecurity operations and
prevention and protection against adversarial Artificial
Intelligence

+ Type: Innovation Action

4+ Budget: €18.8m
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STARLCIGHT

STARLIGHT Approach
I

Create a community that
brings together LEAS,
researchers, industry and
practitioners in the
Security ecosystem
under a coordinated and
strategic effort to bring Al
Into operational
practices.
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UNDERSTAND

* Improve the widespread UNDERSTANDINng of
Al across LEASs to reinforce their investigative
and cybersecurity operations and the need to

uphold legal, ethical and societal values

EXPLOIT

* Provide opportunities to LEAs to EXPLOIT Al
tools and solutions in their operational work
that are trustworthy, transparent and human-

centric

PROTECT

* Ensure that LEAs can PROTECT their own Al
systems through privacy- and security-by-
design approaches, better cybersecurity tools
and knowledge

COMBAT

*Raise LEAs’ expertise and capacity to
COMBAT the misuse of Al-supported crime
and terrorism

BOOST

*BOOST Al for LEAs in Europe through high-quality
datasets, an interoperable and standardised
framework for long term sustainability of solutions,
and the creation of an Al hub for LEAs that supports
a strong Al security industry and enhances the EU’s
strategic autonomy in Al
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STARLIGHT Use Cases
Analysis of terrorist online content
Investigation of a terrorist attack

Case scenarios i CHILD SEXUAL EXPLOITATION

PROTECTION OF PUBLIC SPACES Abuse of children and subsequent exploitation of

| n C I u d e | n Vestl atl O n S , L content — identification of CSEM content
Crowd behaviour monitoring and access management ) ) ) : i ;
Proteci ] | bli { Online coercion of children deceived into sharing and
rotection of large-scale open space public events producing sexually explicit material

an d fO re n S I C S m Commercial exploitation of CSE material
components

0 ADDRESSING INFORMATION
N\ P 4 OVERLOAD IN SERIOUS ORGANISED
CRIME (SOC) BORDER & EXTERNAL SECURITY
- - fobesi it : load fusi Identifying illegal activities in land border territories
L eSItY - Qrmgtlon over‘oa using Facilitation of illegal immigration through
Y ] \ investigative analysis document fraud
- Criminal activities and data localization and correlation

Early warning and predictive analytics systems

CYBERSECURITY& CYBERCRIME

Prevention Phase: information gathering and sharing
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STARLIGHT Use Cases

USE CASES SCENARIOS

S1  Analysis of terrorist online content

|\

Counter-terrorism ) ) )
S2  Investigation of a terrorist attack

S3  Abuse of children and subsequent exploitation of content — identification of CSEM content
Child Sexual Exploitation S4  Online coercion of children deceived into sharing and producing sexually explicit material

S5 Commercial exploitation of CSE material

Border & External Security S6 Identifying illegal activities at land border territories

U
L intelligence s8  Detection and mitigation Phase

C

Cybersecurity & Cyber threat S7  Prevention Phase - Information gathering and sharing

W[l Addressing information overload 59  Infobesity —information overload fusing investigative analysis

Bl in Serious Organised Crime (SOC) 510 Early warning and predictive analytics systems

S11  Crowd behavior monitoring and access management

c Cc Cc Cc

Protection of Public Spaces ) )
S12  Protection of large-scale open space public events
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Scenarios / requirements / technologies mapping
I

Use cases
Sub-scenarios

DATA

collected

Technical ° generated

requirements TECHNOLOGIES

« From tech partners

« From other EU projects
(LAGO, ASGARD, Grace,
AIDA, ..))
Commercial

Capability & gap
analysis
User requirements
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LEA-centric methodology

Use cases

Capability & gap analysis
User requirements

Technical
requirements

® LEA

IND
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STARLIGHT
framework and the
Al-based solutions

Codeveloped
Al solutions
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Starlight methodology

I

1/2 1/2

day day 6 months 1 day

/T~ | Pilot
ToolFest Match making CODEVELOPMENTS
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Co-development methodology
I

CODEVELOPMENTS
—
Mission /,_(«solutionm-\ Tool evaluation Solution
preparation K ™, K N, 1st tool evaluation Adaptation
/ Lead / Lead
\ TECH \ LEA

N

~ -

h -Qeed-baW' ]
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Al based codevelopments (19 CODEVSs)

7
« Detection of mis-information * Face anonymization in CCTV video
« Detection & classification of objects and -« Detection of Cyberattacks in Post-mortem
logos systems
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Log analysis to identify hacker source and ¢ Intelligence sharing center on cyber
compromised accounts attacks

Processing and categorization of huge Audio transcription and translation

amount of data

Synthetic images detection

Specific search in videos and images RAG-LLM LEA Engine/platform

Detect & identify dangerous situations in
crowds movements
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DATA strategy
I
Tools Datasets

+ Data collection and annotation (5) 4 131 existing public datasets
+ Data anonymization (5) assessed

4+ Representative data generation (8)

. . . 4+ 9 new datasets
4+ Privacy-preserving data handling _
strategies 4+ 5 anonymized datasets

+ Data quality assessment,
management and assurance + 8 generated datasets

+ Benchmarking with standardized 4 15 tools ready
Interfaces
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STARLIGHT framework

I STARLIGHT repository
STARGIGHT Q a o
@ roen [Latest updates Bookmarks

\) :
e

Federated analytlcs
and interoperability

Secured digital
evidence

https://starlight-h2 STARLIGHT Framework
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Ethical & Legal aspects

I

4+ Datasets legal and ethical check

4+ Bias detection & mitigation (age, gender, demography, ...)

4+ CODEV monitoring

4+ Al act: Implementation of a legal and ethical framework (AP4Al)
4+ Ethical & Legal Observatory

4+ Clustering activities with sibling projects (popAl, Aligner, LAGO,
MULTIRATE, ...)

4+ Policy recommandations to the EC
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Exploitation paths and business models

[
+ RTO:

4+ increase TRL level
+ operational challenges
4+ innovation transfer

4+ LEASs & end-users:

+ Al awareness

4+ state of the art technologies

4+ contributing to develop their own tools
4+ Nno cost !

+ IND:

4+ strong R&D environement

4+ direct link to end-users

4+ from innovation to product

4+ virtuous innovation circle with positive effect on their market
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Sustainable Autonomy and Resilience for
LEAs using Al against High Priority Threats

Questions?

Nizar TOULEIMAT
CEA

nizar.touleimat@cea.fr
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