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Formal methods for Code Verification
with Frama-C
Focus on security properties

Patricia Mouy — patricia.mouy@cea.fr
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Frama-C: A platform dedicated to analysis of C Code

Dedicated to the analysis of C89/C99/C11 code

About 15 years of R&D

Extensible plug-in oriented platform

m Collaboration of analyses over the same code

m Inter plug-in communication through ACSL formulas
Specification language (ACSL)

m Based on the notion of contract

Software Analyzers
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Used inindustry for years
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Main usage of Frama-C

Proof of absence of runtime errors Examples from analysis
benchmarks

#define TAILLE_TAB 1024

= Based on abstract interpretation int tab[TAILLE TAB];
= Mostly automatic void (void) {

int index;
for (index = ©; index < TAILLE_TAB
5 index++)

NISTIR 8113 tab[index] = 0;
1) There is a claim that the tool's findings are . }
always correct. SATE V Ockham Sound Analysis tab[index] = 1;
Eyhe] = 1;
2) The tool produces findings for most of the pro- Crigpd }
gram. T out of bounds
3) Even one incorrect finding disqualifies a tool. Paul . Black
Athos Ribeiro
An implicit criterion is that the tool is useful, not » ‘ acCcess
merely a toy. P oL oo OTANIST R 8115
[value] warning: accessing out of bounds index. assert index < 1024;
interpretations. Frama-C rweports led us to discover
three wnintentional, systematic flaws in the Juliet test void main(void)
suite involving 416 test cases. Our conclusion is that { uninitialized
Frama-C satisfied the SATE V Ockham Sound Analysis int* p; .
. " / pointer
Criteria. K p = 42;
o .o }
- =
™ Syntactic
o 20 40 60 L 100 120 SMdostensois

[value] warning: accessing uninitialized left-value. assert \initialized(&p);




Main usage of Frama-C

Full functional correctness

Based on deductive verification (optimized Dijkstra weakest precondition calculus)

Backend: Why3 + SMT solvers (+ proof assistants)

Manual specification

Most of proofs are automatic (90-98% depending on use cases)

Runtime monitoring

= Detect invalid properties at runtime

= Mostly in combination with static analyzers
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Codebases

Millions of lines of code

simple iPhone game app
Unixv1.0

Win32/Simile virus
average iPhone app
Pacemaker
Photoshopv. 10
Camino

Quake 3 engine

Space Shuttle

amillion lines of code

amillion lines of code

CryEngine2

Bacteria

Age of Empires online

CESM Climate Model

F-22 Raptor fighter jet

Linux Kernel 2.2.0

Jurassic Park codebase

Hubble Space Telescope

Unreal engine 3

Windows 3.1

Large Hadron Collider

US military drone

Photoshop C.5. 6

Windows NT 3.1

MACHINE

HD DVD Player on XBox
needed to repair HealthCare.gov
ppareat
Mars Curiosity Rover
Linux kernel 26,0
Google Chrome
World of WarCraft
Boeing 787
Windows NT 3.5
Firefox
Chevy Volt
Intuit Quickbooks
Windows NT 4.0
!
Android
Morzilla Core
MySQL
Boeing 787
Linux3.1

Apache Open Office

Intuit Quickbooks
Windows NT 4.0

Android

Morzilla Core

MySQL

Boeing 787

Linux3.1

Apache Open Office

F-35 Fighterjet

Microsoft Office 2001
Windows 2000

Microsoft Office for Mac
Symbian

Windows7

Windows XP

Microsoft Office 2013

Large Hadron Collider
Windows Vista

Microsoft Visual Studio 2012
Facebook

US Army Future Combat System
Debian 5.0 codebase

Mac OS X “Tiger”

Car software

Mouse*

Google

*Human Genome - 3,300 billion “lines” of code
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https://github.com/binsec

[eva] warning: signed overflow. assert -x < 2147483647,

NISTIR 8304

SATE VI Ockham Sound Analysis

int abs(int x) alys|
Criteria

{

int r;
if (x >= 9)
"= : i S s
else CWEI90 - integer
rETs overflow
return r;

NIST Special Publication XXXX

This publication is available free of charge from:
} https://doi.org/10.6028/NIST.IR.8304

SATE VI Ockham Sound Analysis Nt
Criteria

Standards an
D f

Paul E. Black
Kanwardeep Singh Walia

Frama-C with Eva satisfied the SATE VI Ockham
Sound Analysis Criteria.

This publication is available free of charge from:
https://doi.org/10.6028/NIST.SP.XXXX

Warnings from Frama-C led us to discover 38 test
cases with incorrect “good” code in CWE190. NIST

National Institute of

Standards and Technology
U.S. Department of Commerce
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ANSSI

Abstract. The C programming language is a security nightmare. It
is error-prone and unsafe, but, year after year, the conclusion remains
the same: no credible alternative will replace C in a foreseeable future;
especially in low-level developments or for constrained environments.
Additionally, even though some C developers are keen to drop this lan-
guage when possible for more robust ones like ADA or Rust, converting
the existing code basis to safer alternatives seems unrealistic.

One of the positive aspects with C is nevertheless that its inherent flaws
became a long time ago a full-time research topic for many people. Various
static analysis tools exist to try and verify security aspects of C code,
from the absence of run-time errors (RTE) to the verification of functional
aspects.

At the time of writing, none of these tools is capable of verifying the
full-fledged C source code from most well-known software projects, even
the smallest ones. Those tools are nonetheless getting better, and they
may be able to handle large software code bases in the near future.
Doing some steps in the direction of static analysis tools is sometimes
sufficient to achieve full verification of a complex piece of code. This
article details this kind of meet-in-the-middle approach applied to the
development in C99 of a X.509 parser, and then its later verification using
Frama-C.

ESSTIC
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From CVEs to proo@

Make your USB device stack great again

Ryad Benadjila!, Cyril Debergé?, Pa |
lfirstname.lastnam
2cyril.deberg:
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Abstract. Nowadays, many devices en]
components are made of software ele
USB sticks, hard-disk drives, smartphd
tons, ToT devices: they all usually offe
a USB software driver dealing with it
attackers are able to tamper with this i
Run Time Error (RTE) such as a buffe
code execution on the vulnerable device
is even worse when the USB stack runs {
unpatchable software. This matter of fac
RTE-free USB stack with concrete proo
open-source implementation of such a
work [35], with proofs and various use
and more to come). Beyond providing t1
a generic methodology to adapt comp
FRaMA-C with strong embedded contexts constraints.

NSSI, Amossys, EDSI, LETI, Lexfo, Oppida, Quarkslab, SERMA
Synacktiv, Thales, Trusted Labs

Abstract. The aim of the current submission is to provide both method-
ological and technical feedback on the “Inter-CESTI” challenge organized
by ANSSI in 2019 with all 10 ITSEFs licensed for the French CSPN
scheme. The purpose of this challenge is to evaluate their approaches to
attack a common target representative of the “Hardware devices with
boxes” domain, which groups products containing embedded software
and combines hardware and software security elements. The common

Introduction

Software is becoming the core component of many systems, from small
nbedded devices to bigger desktop Personal Computers. Even for what
ems to be simple and low-level tasks, dedicated hardware with hard-
ired logic circuits are almost always driven by pieces of software that tend

become more and more complex. From network cards to hard-drives
ntrollers and motherboards chipsets, nowadays every piece of hardware
ntains firmware that is often made of thousands of lines of (usually) C
r assembly code, let alone the drivers that interact with them on the
Operating System side.
Vulnerabilities in such software stacks have proven to be critical from
a security standpoint [3,24,27,29]: due to the bare metal nature of such
code, any Run Time Error (RTE) allowing remote code execution (RCE)

target chosen was the open-source and open-hardware project WooKey,
presented at SSTIC 2018 [30, 31]. It is a relevant test vehicle both in
terms of software and hardware due to its architecture and threat model.
The article aims to capitalize on the feedback from the challenge, with
a focus on the hardware and software tests that the labs were able to

conduct in a white box setting, as well as the identified attack paths.

Software Analyzers



STRONG CYBERSECURITY EXPERTISE

Common Criteria Assurance Levels

* Under the Common Criteria model, an evaluation is carried
out on a product and it is assigned an Evaluation Assurance
Level (EAL).

* The Common Criteria has seven assurance levels:

EALI: Functionally tested
— EALZ2: Structurally tested

EAL3: Methodically tested and checked
— EAL4: Methodically designed, tested and reviewed
- EALS: Semiformally designed and tested
- EALG6: Semiformally verified design and tested
— EAL7: Formally verified design and tested.

g Software Analyzers

‘?ﬁ Common Criteria
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Schéma francais d’évaluation et de certification de la sécurité des
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STRONG CYBERSECURITY COLLABORATIONS

L’ANSSI et le CEA renforcent leur collaboration en
cybersécurité

Quarlkslak

e —— —— ——q 5 2 4 oz \ ’» . ;
‘ \| Le CEA etI’Agence nationale de la sécurité des systémes d’information AMOSSYS SECURING EVERY BIT OF YOUR DA

I == ||
REPUBLIQUE D

»Q FRANCAISE ’ &) ‘ (ANSSI) renforcent leur collaboration par la signature d’'un accord-cadre

EXPERT IN CURITY

§ d’une durée de trois ans ce mardi 28 juin. Au travers de cette alliance, les
deux partenaires visent a améliorer la sécurité des systémes numériques

en préparant en particulier les futures générations d’environnements

CAMPUS
S 5 CYBER

Sécurité Informatique

d’analyse logicielle.

Cyrille Dupont/The Pulses

Publié le 29 juin 2022
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Take away

New features

Incremental analysis
Integration of the support of mutli-threading
Frama-All: support of news languages

Integration of ML techniques ...

To be followed...
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