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Frama-C in a 
nutshell1
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■ Dedicated to the analysis of C89/C99/C11 code
■ About 15 years of R&D
■ Extensible plug-in oriented platform
■ Collaboration of analyses over the same code
■ Inter plug-in communication through ACSL formulas

■ Specification language (ACSL)
■ Based on the notion of contract
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Frama-C: A platform dedicated to analysis of C Code
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Plug-ins gallery
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Used in industry for years

• 2 releases/year
• over a hundred 

downloads/release
• users all over the 

world
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Proof of absence of runtime errors
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Main usage of Frama-C

§ Based on abstract interpretation
§ Mostly automatic
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Full functional correctness

§ Based on deductive verification (optimized Dijkstra weakest precondition calculus)

§ Backend: Why3 + SMT solvers (+ proof assistants)

§ Manual specification

§ Most of proofs are automatic (90-98% depending on use cases)
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Main usage of Frama-C

Runtime monitoring

§ Detect invalid properties at runtime

§ Mostly in combination with static analyzers
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Frama-C & Code 
security2





SOFTWARE
ANALYZERS 
PROVING
THE ABSENCE
OF FLAWS

Designed at CEA & INRIA

State-of-the art 
analyzers based on 
strong logical and 
mathematical 
foundations.

An open-source, 
cooperative and 
extensible platform 
design for industrial 
support & deployment

http://frama-c.com

PROOF OF ABSENCE OF 
UNDEFINED
BEHAVIORS (buffer
overflows…)

PROOF OF SECURITY 
PROPERTY 
(confidentiality, data 
integrity)

https://github.com/binsec


int abs(int x)
{

int r;
if (x >= 0)

r = x;
else

r = - x;
return r;

}

Frama-C with Eva satisfied the SATE VI Ockham 
Sound Analysis Criteria. 

Warnings from Frama-C led us to discover 38 test 
cases with incorrect “good” code in CWE190.

CWE190 - integer 
overflow

[eva] warning: signed overflow. assert -x ≤ 2147483647;
NISTIR 8304

SATE VI Ockham Sound Analysis

Criteria

Paul E. Black
Kanwardeep Singh Walia

This publication is available free of charge from:
https://doi.org/10.6028/NIST.IR.8304
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NIST Special Publication XXXX

SATE VI Ockham Sound Analysis

Criteria

Paul E. Black
Kanwardeep Singh Walia

This publication is available free of charge from:
https://doi.org/10.6028/NIST.SP.XXXX



Journey to a RTE-free X.509 parser

Arnaud Ebalard, Patricia Mouy, and Ryad Benadjila
prenom.nom@ssi.gouv.fr

ANSSI

Abstract. The C programming language is a security nightmare. It
is error-prone and unsafe, but, year after year, the conclusion remains
the same: no credible alternative will replace C in a foreseeable future;
especially in low-level developments or for constrained environments.
Additionally, even though some C developers are keen to drop this lan-
guage when possible for more robust ones like ADA or Rust, converting
the existing code basis to safer alternatives seems unrealistic.
One of the positive aspects with C is nevertheless that its inherent flaws
became a long time ago a full-time research topic for many people. Various
static analysis tools exist to try and verify security aspects of C code,
from the absence of run-time errors (RTE) to the verification of functional
aspects.
At the time of writing, none of these tools is capable of verifying the
full-fledged C source code from most well-known software projects, even
the smallest ones. Those tools are nonetheless getting better, and they
may be able to handle large software code bases in the near future.
Doing some steps in the direction of static analysis tools is sometimes
su�cient to achieve full verification of a complex piece of code. This
article details this kind of meet-in-the-middle approach applied to the
development in C99 of a X.509 parser, and then its later verification using
Frama-C.

PROVING SECURITY PROPERTIES …

From ANSSI 
internal 

laboratories
From ANSSI 

partner 
evaluations



STRONG CYBERSECURITY EXPERTISE

Proof of 
security 

properties
(data integrity, 
confidentiality)



STRONG CYBERSECURITY COLLABORATIONS 
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Work in progress3
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New features 

§ Incremental analysis

§ Integration of the support of mutli-threading

§ Frama-All:  support of news languages

§ Integration of ML techniques …
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Take away

To be followed… 
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